
13 new security measures will be rolled out across the 
entire public service to better protect citizens’ personal 
data following a series of high-pro�le breaches over 
the past year. Here are some of them, according to the 
stage of a data lifecycle.

Data loss protection tools
Signal when unusual activities involving data happen, like large 
amounts of data being downloaded to an of�cer’s laptop.
Could have detected and stopped the unauthorised 
extraction of SingHealth patients’ and HIV Registry data.

Password protection
Strengthening password and encryption requirements 
across more types of data �les, to prevent unauthorised 
distribution.

Digital watermarking
Add marking information to identify the originator of 
the dataset, which allows leaks to be traced to the 
source and aid investigation.

Volume-limited and time-limited data access
Restricting data access to a set duration and volume,
so that the impact and likelihood of a breach is limited.
Could have stopped unauthorised access to
SingHealth patients’ data using dormant user accounts.

Automatic identity and access management 
(IAM) tools
Having tools that automatically manage of�cers' identity 
and access rights, ensuring that only those authorised
can get to the data.
Dormant user accounts would have been 
deactivated to prevent abuse.

Partitioning
Breaking a dataset into small sets by segmenting out 
sensitive entities to reduce the likelihood of highly 
sensitive data being compromised.

Tokenisation
Reducing the risk of data being misused by replacing its 
identi�ers with a different value known only to the agency.
Would have minimised the impact of the
SingHealth and HIV database leaks.

Masking
Hiding the true value of the data by masking out 
portions of value, so that even if a hacker gets hold of 
the data, he cannot understand it.
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